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Abstract— In this paper, we have surveyed Computer-
Supported Cooperative Work (CSCW) and workflow systems
based on a time-line and have categorized the systems based on
their emphasis on user or process interactions. Unique security
requirements for these systems are also discussed. Security
models to specify and verify security requirements relatedto
security attributes – namely, availability, integrity, confidentiality,
and access leakage – are presented. Research challenges of role
based access control models for security policies in distributed
CSCW and workflow systems are presented. Lastly, current
concerns in security policy enforcement mechanisms in these
decentralized systems are discussed.
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I. I NTRODUCTION

Web has become an integrated part of our life, enabling
applications for interacting with users and services – from
traditional electronic mail to recent web-based tax filing,
distance learning, and a wide range of web services. On the
other hand, the enabling open network infrastructure has
raised security concerns for every day applications as oppose
to security concerns in traditional government or commercial
systems. It was widely accepted, as expressed by Clark and
Wilson [1], that government or military systems are mainly
concerned with confidentiality or information flow related
security properties; On the other hand, commercial systems
tend to emphasize on integrity and availability of data and
services. With the unsecure network, the security attributes
– namely integrity, confidentiality, and availability – desired
for a system are not limited to a specific attribute. Many of
these systems interact with users that are strangers or reside
in different organizations or countries. This itself requires
reexamination of the traditional security models that are used
to express and enforce security policies.

Social aspects for usage of these Internet-wide collaboration
systems have raised demand for security services that were not
prevalent earlier. For example, due to recent privacy concerns
and laws in healthcare information systems, confidentiality
has become a primary concern for many commercial systems.
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Utilizing the Internet, these systems share data crossing their
organizational and security boundaries. Moreover, with the
availability of mobile and ubiquitous computing devices and
the development of recent technologies, such as peer-to-peer
systems and web services, different types of collaboration
systems are emerging. Computations in these systems are
increasingly performed across organizational boundaries,
often close to data. In addition, the open network has
introduced new security threats, such asdenial of service.
Security models are developed based on assumptions on
system environments including security threats. The new
threats require consideration for security models that support
security policies in open environments.

In this paper, unique security requirements that are present
in current distributed collaboration systems are presented. We
investigate the existing security models and policy specifica-
tion methodologies to express these requirements.

II. CSCW AND WORKFLOW SYSTEMS

The examples of computer supported collaboration include
online conferencing, product design and development,
authoring of documents, workflow in an office environment,
healthcare activities in a hospital, and collaboration among
different organizations. In Figure 11, historical perspective
of various systems for computer supported collaboration
are presented. Early examples of collaboration systems are
data processing systems, decision support systems, and
management information systems that are responsible for
organization level management aspects [2]. Later, systems
for software development, collaborative design, office
automation, document management, and other systems that
manage projects involving multiple users were introduced.
Many of these systems are targeted towards small group
activities and are termedgroupware. Groupware systems are
differentiated from other multi-user systems, such as database
systems, based on their application level requirements of
data sharing [4], [2]. Compared to concurrent access of data
through transaction management facilities in database systems,
groupware systems coordinate interacting users, where the
interactions can occur in real-time. These interactions in
groupware resemble long term transactions. During the
interactions, the users are usually aware of each-other’s

1The time line is based on [2], [3]



JOURNAL OF LATEX CLASS FILES, VOL. 1, NO. 11, NOVEMBER 2002 2

Real−time Conferencing

Application Sharing

Groupware

Virtual Worlds

Virtual Organization

Collaborative Design

Instant Messaging (IM)

Standalone Workflow

Workflow Automation

On−Demand Coalition

Decision Support Systems

Enterprise Application Integration (EAI)

Workflow−enabled Application

Office Automation 

CSCW

Management Infomation Systems (MIS)

Document Management

Web Services

B2B

Business Process Management(BPM)

Ad hoc Collaboration

Software Developement Environments

(80s)

( mid 70s)

(mid 60s)

(early 90s)

Organization Management

Project Management

Small Group

Intra−Enterprise Management

(2000 onward)
Inter−Enterprise Management

(mid − late 90s)

Web−based Interaction

User−User User−Process Process−Process

Fig. 1. Time line of CSCW and workflow systems: management aspects and interaction models

presence or other user-level contextual information, hence
these systems are often termed asgroup-aware. During 80’s,
the term Computer-Supported Cooperative Work (CSCW) [4]
was introduced for group oriented systems; however, CSCW
is a multidisciplinary field that addresses all aspects of group
activities including ethnographic, social, technological, and
theoretical issues for enabling group activities.

Formally, in groupware systems, multiple users cooperate
using shared data and artifacts towards some common
objectives [5]. It is envisioned in CSCW systems that the
collaborators may not initialy know their common objectives,
but rather “discover” similar goals after their interactions
have progressed to a certain point [6]. Due to enabling
facilities to discover common grounds with other cooperating
users, flexibility of sharing information including meta and
contextual information is viewed as a primary attribute of
groupware systems. CSCW researchers have differentiated
cooperative work from coordinated work based on that in
the cooperative work users share the work objective, which
enables the cooperating users to adapt their actions with each
other to achieve the objective [7].

On the other hand, workflow systems were introduced
following the tradition of office automation systems that define
and automate routine tasks. Workflow automation systems are

derived from existing and conventional practices that consist
of a set of well-defined activities to execute some enterprise-
wide process. These systems are criticized for their emphasis
on workflow processes rather than users [3]. For commercial
use, many groupware applications become workflow enabled,
i.e., groupware applications became aware of workflow stages.

Enterprise Application Integration (EAI) is an enactment
of workflow systems for intra-enterprise management.
Current workflow systems are synonymous with Business
Process Management (BPM), which also incorporates inter-
organizational workflow or B2B (Business-to-Business).
On-demand coalitionis another type of cross organizational
workflow system. Example coalition systems are disaster
reliefs and war-time sharing of data. In the commercial
arena, E-Services are the outgrowth of E-Commerce or the
web based interaction of buyers and sellers [8]. E-Services
model has evolved into Web Services that provide web-
delivered services [9]. The motivation behind Web Services
is lightweight integration of business processes supporting
interoperability across platforms or technologies. A primary
attribute of Web Services is XML technologies that define,
describe, discover, and invoke these web-delivered services.

In Figure 1, different CSCW and workflow systems
are presented across within three cells: groupware that
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coordinate users, workflow enabled applications that
coordinate users with workflow processes, and workflow
systems that coordinate processes of different applications or
organizations. Distributed workflow systems, such as BPM
and Web Services, support interactions of inter-organizational
processes and interactions of users in these processes. On
the other hand, systems such as online interactive games
represent distributed groupware that support interactions
of users situated in different locations. Due to popularity
of mobile devices, ad hoc collaboration systems to share
network resources are emerging.

In Figure 2, a user-process matrix classifies CSCW and
workflow systems based on their emphasis on supporting
user or process interactions. The top two cells representing
groupware and workflow enabled applications are classified
as CSCW systems as their emphasis is on supporting group
works. The bottom two cells represent workflow systems as
their emphasis is on process automation of organizational
activities.

To categorize the wide range of CSCW systems, several
CSCW researchers, such as [2], [10], have looked into the
types of technologies that collaboration systems support:(1)
communication, (2) information manipulation and storage,
and (3) coordination (See Figure 3). Most of the collaboration
systems do not exclusively fall into a single category, but rather
incline toward one of these supporting technologies. Systems
such as electronic mail, real-time conferencing, multicast
video and audio are usually associated with communication
technology. Examples of shared information space technology
include shared whiteboard, application sharing, meeting
facilitation, virtual worlds, threaded discussions, document
management, and information management, e.g., Lotus
Notes [11]. Lastly, examples of coordination technology are
calendars, scheduling, and office automation systems.

All CSCW systems support some form of coordination
technology. CSCW systems are also classified based on the
nature of coordination among the participants. The nature
of coordination can range from tightly coupled synchronous
interactions, as in online conferencing and shared whiteboard
environments, to loosely coupled asynchronous interactions,
which are largely characterized by workflow environments. In
real-time synchronous collaborations, users are connected to
the system simultaneously and their interactions occur through
interactive sharing and manipulation of graphical and multi-
media objects. Generally, the interactions tend to be unstruc-
tured, often spontaneous and the coordination management is
concerned with concurrency control of shared resources. In
contrast, in loosely coupled collaboration, all the users may
not be present at the same time, and their coordination actions
tend to be coarse-grain. These are usually workflow-enabled
systems.

III. SECURITY REQUIREMENTS IN CSCWAND

WORKFLOW SYSTEMS

In CSCW and workflow systems, traditional security
requirements of integrity, availability, and confidentiality
are naturally present. However, these security requirements
in CSCW and workflow systems have application level as
well as organizational level attributes. During 80s, Greifand
Sarin [4] noted that the protection mechanisms commonly
provided by operating systems and database systems tend
to be largely inadequate for collaborative applications.
Such applications require protection mechanisms to support
convenient realization of application-oriented security
policies. For example, in a collaborative software engineering
application, users assigned to review code may only modify
the comments section of the code, whereas a developer can
modify any sections of the code. Moreover, the code review
can be performed at a code review phase, which can only
start after the development phase. These policies widely
vary from an organization to another, and also change with
new software development methodologies. Hence, policy
specification and protection mechanisms are usually build
within the application. Based on the management aspects –
such as small group, intra-enterprise, inter-enterprise –and
the deployment environments, i.e., intranet or Internet, the
security requirements of the distributed CSCW and workflow
systems vary.

Security requirements in multi-user systems can be traced
back to Clark and Wilson in 1987 [1]. They emphasized
on two fundamental concepts to ensure integrity of data.
These are (1)“well-formed transaction” ensuring that datacan
only be modified based on predefined constraints, and (2)
“separation of duties”, which ensures that conflicting users
cannot modify data. Later, various forms of “separation of
duties” and “Chinese Wall Security Policy” [12] have been
addressed by commercial workflow systems.

Organization level security policies are usually specified
based on the role of a specific user group. Roles [13]
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represent well defined organizational entities, and different
users may be assigned to the same role in the lifetime of an
organization. The use of role based security policies in CSCW
and workflow systems has been found to be quite natural as
participants perform a set of well-defined tasks pertainingto
their expertise and responsibilities in the organization.In a
role based security model, a role represents a set of privileges.
A user assigned to a role acquires those privileges.

In the following subsections, various aspects of the security
requirements in distributed workflow and CSCW systems are
discussed.

A. Separation of Duties

“Separation of duties” policies are utilized in organizations
for integrity of business processes to properly address and
circumvent conflict-of-interest situations. “Separationof
duties” policies can also mandate that more than one user are
involved in different stages of critical business processes. For
example, in an invoice processing workflow, a “separation of
duties” policy can be that the invoice preparer and invoice
approver are two distinct users ensuring a user cannot approve
his/her own invoice. There are various forms of “separation
of duties” policies [14], [15], [16]. The widely used variants
are presented below:

Role based static separation-of-duties:This requires that two
given roles should never be assigned to the same person.
For example, a user cannot be both the accountant and the
manager for an organization.

Role based dynamic separation-of-duties:The static
“separation of duties” may in some organizations turn
out to be overly restrictive. In the above example, once
a user is assigned to be either of the accountant or the
manager roles, he/she cannot join the other role even though
there can be multiple monetary transactions with different
business entities. Hence, the dynamic “separation of duty”
requires that two given roles cannot be assigned or activated
concurrently by the same person. This enables a participant
to be a manager for one transaction and an accountant for
another transaction.

Identity based separation-of-duties:Enforcement of
“separation of duties” policies may require information,
such as users’ identities, that are acquired from sources
outside the policy enforcement mechanisms. An identity
based separation-of-duties can require that two particular
users should not be assigned to the same role. For example,
both the spouses may not be assigned to the same decision
making group. This types of policies may require that a
specified user should never be assigned to a given role. For
example, a rogue user may not be assigned to a system
administrator role.

Object based separation-of-duties:This specifies that a user
cannot perform multiple operations on the same object by

participating in two different roles. A purchase order may not
be prepared and approved by the same manager. An “object
based separation of duties” policy on the purchase order
ensures that two distinct managers are involved in writing
and approving a purchase order.

Operational separation-of-duties:The “operational separation
of duties” requires that no single participant of a role can
perform all the operations related to a business transaction.
Instead of specifying constraints based on objects, these types
of policies concentrate on tasks within a transaction. For
example, an accountant can prepare tax-filing and approve the
tax-filing, where the same accountant cannot perform both
the tasks of the tax-filing transaction. Compared to “object
based separation-of-duties” that specify constraints on the
lifecycle of an object, and “operational separation of duties”
specify constrains on the lifecycle of a business process.

History based separation-of-duties:This imposes predefined
order on the actions performed by roles. “Operational
separation of duties” is also a form of “history based
separation of duties”. Other examples include where a user
can only perform a task if he/she has performed another
set of tasks. For example, a user can only agree to an
online-privacy agreement after he/she has read (reached the
end of the agreement statement using a web browser) the
privacy statement.

B. Chinese Wall Security Policy

Chinese Wall security policy is another widely utilized
policy to resolve conflict-of-interest situation that arise when
data from different organizations are accessed by a user.
This type of policy is expressed to ensure that once a user
accesses some resources, that user cannot access any resource
that would otherwise create a conflict-of-interest situation.
Financial institutions, such as bank, enforce this type of policy
so that an agent cannot access financial data of conflicting
clients.

Chinese Wall security policy puts constraints on a subject’s
access of data based on the subject’s current access rights on
other data. The datasets are grouped into “conflict of interest
classes” and a subject is allowed access on only one dataset
of each of the conflict of interest classes [12]. For example,
datasets for a financial institution can be grouped into two
conflict of interest classes:Oil Company and Insurance
Company. The classOil Companyhas datasets for multiple
companies, e.g.,A, B, and C and the Insurance Company.
has datasets for companiesX, Y, and Z. Once an agent of
the financial institution accesses the datasetA, the agent is
prohibited from accessing any other datasets of the classOil
Company; however he/she can access a dataset, eitherX, Y,
or Z, of the classInsurance Company.
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C. Confidentiality and Privacy

Confidentiality and privacy policies are related to
information flow constraints. Traditionally, informationflow
policies in military information systems protect confidential
data. In these systems, mandatory access control (MAC)
policies ensure that data can only flow on a predefined path
of subjects that are classified from low to high clearance
levels, such asPublic, Military , andSecret Service. Data are
also categorized to specify policies on categories of data that
can be accessed by specific classes of subjects. Systems for
dynamic coalition also require similar confidentiality policies
on critical data shared among collaborators in distributed
domains.

Confidentiality policies are often distinguished from
privacy policies in that confidentiality policies express the
interest of organizations where privacy policy protects the
interest of individual user[17]. Privacy is also defined as
having control over information about oneself [18]. In many
systems, including healthcare information systems, the terms
are utilized interchangeably.

In recent CSCW systems, security related to presence-
awareness and privacy has become a concern. In contrast
to operating systems and database management systems,
which tend to hide the presence of one user from another,
a collaboration system is required to support user-presence
awareness. Privacy can also become an issue when one may
need to hide the identity of one participant from another.
In such cases, the presence of a participant may be only
visible through his/her role or a pseudonym but not by
name. Pseudonyms may be required when a particular
member has performed a role’s task and in future he/she
may need to be referred to as part of the policy specification.
For example, the identity of a reviewer of a conference
paper needs to be hidden from the paper authors though
the authors are able to direct questions to a particular reviewer.

Similarly, the working or the protocol of a collaborative
activity may need to be hidden. For example, if tasks are
assigned to its participants in a round-robin manner, this
information may need to be hidden so that a task requester
is not able to use this information for his/her own gain. A
similar collaboration requirement can specify that only the
owner of a role or group knows the identities of the role
members. For example, in a conference submission workflow,
the Program Chairrole owns theReviewerroles, who review
submitted papers. However, none other than the users in the
Program Chair role are permitted to view the identities of
the members of theReviewerroles.

To protect user specific data collected by online service
providers, the Platform for Privacy Preferences (P3P) [19]
provides recommendation for the provider to publish
agreements on the way the data is collected, used, and stored.
Hence P3P privacy policies not necessarily limit information
flow initiated by subjects but agree on certain aspects on

collection, usage, storage, and sharing or distribution ofdata
related to user interactions with a specific service provider.

The “Standards for Privacy of Individually Identifiable
Information” promulgated by the Department of Health and
Human Services [20] regulates how personal information can
be shared among various parties in healthcare services. The
regulation sets boundaries on the use and release of individual
data and holds violator accountable. A primary aspect of
security policy in privacy domain is the control of the user
on the data related to him/her-self, similar toOriginator
Controlled Access Control[21] policy. These privacy policies
are expressed in terms ofconsent, obligation, and data
category and context. For example a patient’s consent is
required when data is released to a different hospital. An
obligation of the healthcare provider can be that all the access
to the patient data will be logged. An example policy based
on data category and context is that only the patient’s billing
information can be disclosed to insurance providers.

A related challenge in preserving privacy is to sanitize the
data, when used for research or statistical reports, so that
information cannot be linked with individuals. Research in
database security [22] proposed solutions based on hiding
related data in relational databases. Due to relational nature of
the data and meta information of the data, traces of the hidden
data remain. For such cases, replacement with false data is
proposed. However, these types of solutions are proposed
for centralized database systems. In current environment of
distributed service providers, data is shared with organizations
in different administrative domains. This introduces additional
policy requirements to specify usage restrictions on the shared
data. For example, an organization may like to specify a policy
that shared data can only be used for research purposes and
cannot be shared with other parties.

D. Context Sensitive Security Policies

Policies related to security attributes – privacy or
confidentiality, integrity, and resource access – in CSCW and
workflow systems need to handle various context-sensitive
aspects of the collaboration environment. Such context can
be physical location, coordination state of the cooperating
users, proximity to devices, or any other application defined
contextual information. For example, in a healthcare activity,
physician can only view certain test results only during the
surgical procedure.

Access rights, privileges, and ownership of objects may
change in collaborative environments as activities progress.
Sometimes permissions may change due to the user’s own
actions, such as making a final agreement by signing a
contract. For example, only after final submission of a tax
filing request by a user, an accountant can view the submitted
information.

Several types of “separation of duties” constraints and
history-based access control conditions also fall into the
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category of dynamic access control policies. Additional
context-based access control may be related to physical
environment’s events. For example, in an organization,
context based access control may specify that the managers
can access employee files only when they are physically
present in a specific room and that too only during a
predefined period.

E. Security Policy in Workflow Systems

A workflow involves well-defined work activities or tasks,
and security policy is expressed based on who can perform
specific tasks. Security policies that are expressed based
on tasks, such as “operational separation of duties” and
Chinese Wall policy, are widely utilized in workflow systems.
Task-based security policies are also constrained based on
time period. For example, a workflow security policy can be
that invoices can only be approved on Fridays.

The security policy in workflow systems has many
constraints representing “well formed transaction”, as
expressed by Clark and Wilson [1]. An example of “well
formed transaction” is the constraint that requires that entries
in two accounting books are updated for each banking
transaction. This provides integrity of data when one of
the entry is corrupted. Other policies in workflow systems
represent similar constraints. For example, in a banking
system, a vault can only be opened with simultaneous
presence of two bank managers. In many cases, these policies
are derived from organizational level risk management
strategy. For example, bank tellers require concurrent
approval of another employee to transfer money over the
limit of a certain amount.

Recent BPM systems, including E-commerce, B2B, and
Web Services, have introduced various security requirements.
Confidentiality requirements in an online auction with sealed-
bids may require that the bidder identities to be kept secret.
Online job-search and other match-making services provide
confidentiality ensuring that match-making is performed
based on only non-identifiable attributes of the clients [23].
E-commerce that brings together multiple parities – such
as buyer, seller, bank, and insurance – need to ensure that
only required information can be accessed by the parties
involved. For example, the bank cannot access description of
the product and the seller cannot access the bank account.
Another form of access control, termedusage control[24],
is also discussed in current workflow systems, so that the
subject’s access to a resource is revoked after usage limit.For
example, an online service provider may only allow usage up
to 30 hours.

In the area of E-Services, anonymous service, both the
anonymity of service requesters and the anonymity of service
providers are important security requirements. For example,
a patient may like to get health related medical information
without revealing his/her identity. On the other hand, service
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Fig. 4. Attributes of security policies in workflow and CSCW systems

providers may like to sell items or services without their
identity revealed.

F. Security Policy in CSCW Systems

In CSCW systems, security is usually ignored to emphasize
the motivations of cooperation and shared objectives. However,
several literature and field studies, namely [25],[26], and
[11], pointed the need of control and existence of conflicting
goals among participants in groupware systems. Certain
collaboration activity, such as a collaborative preparation of
settlement documents by lawyers, is inherently adversarial
[27]. In many existing groupware literature, a coordination
constraint is viewed as an access control constraint and a
clear separation of coordination and security policies is not
present. In shared-view GUI oriented groupware systems
in regard to unobtrusive coordination, such as preventing
“scroll-war” [28] is addressed as a protection issue. In
Suite [28], a collaborative editor, the scroll bar is a shared
resource, and the collaborating users can manipulate it on
their discretion. When the collaborative users block each
other on their usage of the scroll bar, without following social
courtesy, it is termed a “scroll-war”. All the participantsof
a collaboration may not be identifiable, and they may not
follow social courtesy of not engaging in a “scroll-war”.

Security policy can be argued to be distinct from
coordination policy. Access control policy denies access to
information and restricts the flow of information. Security
policy in a collaboration treats its participants as adversarial.
On the other hand, coordination policy assumes the
participants of a collaboration are cooperative for their best
interest to achieve a goal. The coordination policy exists to
facilitate the participants to share resources in an agreedupon
manner to reach that goal. Hence, security policy needs to be
specified for resources in a shared environment irrespective
of the presence of a collaboration.

As in workflow systems, in groupware systems, users also
perform their tasks based on well defined roles. For example,
in a whiteboard sharing activity, users can be inModerator,
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Writer andViewer roles and acquire corresponding privileges
for role specific tasks. However, unlike workflow, a user’s
roles may represent short-term privileges. For example,Writer
role may be assigned to different users, one at a time, to
coordinate sharing of the whiteboard. Another distinctionis
that security policies in groupware are often based on the
attributes or the structure of the shared resources. This inturn
requires fine-grain access control policies [28]. In collabora-
tive design, different users may access or modify different
parts of a shared object. Group-awareness technologies, such
as presence-awareness in Instant Messaging, has introduced
security policies regarding who can acquire the presence data,
such as “buddy-list”. This type of policies are tradeoff be-
tween unwanted interruption and enabling discovery of group
activities. In video conferencing tools, hiding visible objects
surrounding the communicating users is also addressed as a
security issue to ensure that unwanted information does not
leak [29].

G. Meta-Level Administrative Security Policies

In a decentralized execution environment, participants from
domains with mutual distrust need to manage the shared
resources, activities, and participants’ roles in a collaboration.
Policies related to identity management, object access, task
creation and coordination, and other administrative aspects
of managing collaborative activities require to be enforced in
security domains managed byadministratorswho aretrusted.

There are mainly two distinct forms of trust that are
discussed in the context of distributed systems. First, trust
relations are defined for distributed authentication of identity
related certificates for encryption and access control [30].
Second, trust is defined as an entity’s “trustworthiness”
and discussed in the context of deriving recommendation
or reputation [31], [32]. This type of trust is termed as
behavior trust [32]. In addition to these trust concepts, in
a decentralized collaboration environment, trust needs to
be assigned to entities for administrative task of enforcing
policies and performing management functionalities that may
arise at runtime.

In most of the existing systems, administrators are trusted
not to violate polices under their control. When administrators
are in domains with mutual distrust or lack of trust, meta-level
policies are required specifying facts regarding trust among
these cooperating domains. Meta policies are needed to be
specified for administrative roles that are trusted to enforce
policies. Examples of such meta policies include specifying
who can be present in these administrative roles.

In collaboration environments, such as ad hoc collaboration
of mobile users and peer-to-peer systems, there may not be any
dedicated administrative entity. Rather each user represents
the administrator of its own unique domain. For example,
in a conference review process workflow, participants may
form a collaboration using their own mobile computing
devices and collaboratively maintain review decisions and

RequirementSecurity

Policy Specification 

Enforcement Mechanisms

Security Model

Specifier View

Developer View
Security Model

Security Policy

Fig. 5. Security requirement, policy, model, and enforcement mechanisms

corresponding reports. Similarly, in peer-to-peer systems, a
user may trust other online users to store his/her resources.
Trusting strangers to form such collaborations raises security
policy questions that are traditionally addressed as part of
the security policy enforcement mechanisms. For example,
identification of users based on their off-line credentialsand
accepting resources from users whose identities may not be
verified.

In distributed environments, due to the lack of cost effective
solutions of cryptographic services, the users are prompted
to choose from a wide variety of cryptographic protocols,
algorithms, and related attributes, such as, the length of
the shared secret key and the strength of the cryptographic
protocols. Often these decisions are pushed to the user level
as security policy requirements. For example, group session
security requirements are addressed by GSAKMP [33].

IV. SECURITY MODELS

Security policy is the specification of security requirements,
usually specified based on some security model (see Figure 5).
A security model usually represents a particular set of
policies [34]. Traditional security models are classified in two
groups: Discretionary Access Control (DAC) and Mandatory
Access Control (MAC) models. In DAC models, access right
can be changed on discretion of a user, for example access
control model in a UNIX file system. On the other hand,
MAC models represent mandatory policies where access
control are enforced by trusted organization level enforcement
mechanisms, and an individual user does not have control
over changing access rights. For example, lattice based
military access control models.

As security models are developed based on security
requirements of particular system, often these models are
specific to security properties, e.g., Clark and Wilson
model for integrity, Bell and LaPadula model [35] and
its derivative lattice based models for confidentiality, and
take-grant model [36] for access leakage. Though these
models have various formal results regarding the types of
security properties they support, there are several concerns:
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1) The security model needs to be expressive to specify a
wide range of security policies, such as separation of
duties and other context dependent security policies.

2) Administrative capabilities to manage security policies
is a major usage concern. Management of security
policies is a challenge where user population is large
and dynamic, i.e., users are joining and leaving an
organization. On the other hand, MAC based policies are
hard to manage due to the administrative requirements
of proper categorization of data and users.

3) Ideally a security model should be able to ensure that
the specified constraints do not violate any desired
security properties, such as:

a) Confidential information cannot flow to
unauthorized users;

b) Authorized information can be accessed;

c) Any temporal or conditional constraints on
accessing objects can be satisfied;

d) No rights can be leaked to unauthorized users.

Most of the existing security models, specifically
for distributed CSCW and workflow systems, cannot
support all of the above security properties.

4) As security requirements may depend on complex con-
ditions, conflicting or inconsistent security requirements
may be specified. An inconsistent policy may specify
that a user can access an object if he/she has accessed
it earlier. Policy conflict also arise due to granting
negative and positive access-rights to the same user.
For distributed CSCW and workflow systems, a security
policy specification methodology is required that either
provides conflict resolution rules [37] or supports ver-
ification of security policies to ensure that the policy
specification satisfies security requirements [38].

A. Security Model for Access Leakage

Ideally, a security model should be able to ensure that no
rights can be leaked to unauthorized users. This property is
known assafety property. The safety property of the HRU
access matrix model [39] that represents generic protection
systems is not decidable. On the other hand, safety in take-
grant model [36], a graph based security model, is not only
decidable but also has linear complexity that is proportional
with the initial size of the access graph. This is due to the fact
that take-grant model is restricted to express capability based
systems, i.e., it only expresses properties related to delegation
of rights. Based on this fact, later access control models have
placed constraints on access control structures to facilitate
analysis of safety properties, such as, Typed Access Matrix
[40]. In other cases, users with administrative rights, e.g.,

create-subject, are trusted for not violating security properties.

B. Security Models for Confidentiality

Initially, access control model was proposed as security
model for confidentiality. Early example of access control
model for confidentiality is the Bell and LaPadula model
that imposes mandatory access control on the data that a
subject can read or write based on classification of data
and subjects. Based on imposed access control restrictions,
information can only flow from users with low classification
to users with high classification. Access control models are
easy to implement with tamper-proof execution monitor,
also known as “reference monitor”, that interposes on
subject’s request to access any object [41]. On the other
hand, this type of model can only enforce confidentiality
policies on information that can be leaked throughstorage
channel, e.g., disk file or computer memory. Another threat
of information leakage iscovert channel[42] that is not
intended for information transfer but represents effect of
the runtime program. For example, the size of the UNIX
tmp directory can be used to pass information between two
confined programs. McLean [41] argued that covert channels
are real threats as the capacity of such channels can be large
due to the rise of computers’ processing speed. Even when
the users are trusted not to violate confidentiality policies,
Trojan Horsescan utilize these channels. Trojan Horses are
programs that disguise themselves as legal programs but have
covert behaviors.

To analyze covert channels as part of security models,
interface model for confidentiality has been introduced.
Interface models specify restrictions on systems input and
output interfaces to ensure enforcement of confidentiality
properties. Based on the behaviors of systems and covert
channels, various types of confidentiality properties
for interface models have been introduced, such as
noninterference, noninference, and non-deducible [43].
For runtime enforcement of confidentiality properties, it is
argued that an execution monitor to ensure secrecy cannot be
complete [44], due to covert channels. Denial of an execution
step by itself represents a covert channel. Therefore, static
analysis of a system for confidentiality properties is preferred
to ensure secrecy.

Model oriented formal methods, such as CSP
(Communicating Sequential Processes) [45], SPA (Security
Process Algebra) [46], TLA (Temporal Logic of Actions)
[47] and state based techniques [48] are used to statically
verify various types of confidentiality properties. In the
property-oriented formal methods, theorem provers [49], [50]
and type systems [51], [52], [53], [54] are used for analyzing
information flow. However, these approaches assume that
the verified programs will run under trusted subjects. In
decentralized administration of systems, programs are type-
checked based on assigned “trust” [55] or labeling data [56];
however, the execution environment is assumed to be entirely



JOURNAL OF LATEX CLASS FILES, VOL. 1, NO. 11, NOVEMBER 2002 9

Users Permi−
ssions

Permission Assignment

Roles
User Assignment

Sessions

Separation of duties
Constraints

user

Role Hierarchy

roles

Fig. 6. NIST RBAC models [13]

trusted. We have utilized finite state based model checking
to verify security properties in collaboration systems [57].
In our verification approach, some of the distributed security
domains can be under the control of administrators who may
not be trusted, and the behaviors of untrusted administrators
are modeled to verify security properties [38].

V. ROLE BASED ACCESSCONTROL

Role based access control (RBAC) is policy neutral [58],
i.e., it is not tied to any specific policy model, such as MAC
or DAC, and is able to express security policies related to
MAC and DAC models. As the definition of a role within
an organization changes less frequently compared with the
turn-around rates of people, role based systems are said to
provide ease of user management. The primary motivation
behind role based access control models is their ability
to express various forms of security constraints, such as
“separation of duties” and role cardinality constraints. Arole
cardinality constraint ensures the presence of a maximum or
a minimum number of users before a role privilege can be
executed.

The concept of roles and related theories have been
widely studied in the past in the context of behavioral
science [59]. Due to different interpretation of roles, based on
application domains, such as distributed systems [60], network
management [61], database management systems [62], and
interactive groupware [28], a wide range of role based models
have been proposed. NIST has proposed a unified standard
for role based access control (RBAC) reference models [13].
NIST RBAC models have three primary constructs:User,
Role, and Permission, as shown in Figure 6. Roles are
assigned a set of permissions and users are assigned to roles.
A user can have multiple roles, and the same permission can
be assigned to multiple roles. The one-to-many relation is
shown with a double arrow, where as the one-to-one relation
is presented with a single arrow, in the Figure 6.

NIST RBAC models support the concept of role hierarchy
to define roles where asenior role in a hierarchy can acquire
all the privileges ofjunior roles. In the Figure 7, aSystem

System Administrator
(Permission: execute)

Manager

Test Manager
(Permission: run_test)

Developer
(Permission: write)

Reader
(Permission: read)

Fig. 7. Example role hierarchy

Administrator role has theexecutepermission, aDeveloper
role has thewrite permission, and a junior roleReaderhas
the read permission. Both theSystem Administratorand
Developerroles acquire theread permission. In this example
role hierarchy, theReader role is declared to contain the
common permissionread for the two senior roles. On the
other hand, theManagerrole aggregates all permissions from
the subordinateTest ManagerandSystem Administratorroles.

To perform some task, a user may require a set of
permissions. These permissions may be acquired based on
different sets of roles that are assigned to the user. Assume
in our example, a user is assigned to both theSystem
Administratorand theDeveloperroles. When the user wants
to read a file, there are multiple choices of roles that can
perform the task. These choices areSystem Administrator,
Developer, Reader, or any combinations of these roles. In
RBAC [13], a user’s acquisition of a set of roles to perform
some task is defined as asession. To decide on the set of
roles for a session, different rules can be used. Based on
the least privilege principle, a set of roles can be selected
that result in least number of permissions. In this example,
the Readerrole has the least number of permissions for the
session to read a file.

In NIST RBAC models, “separation of duties” constraints
can be specified on the relations ofuser assignments to
roles, permission assignments to roles, role hierarchies, and
sessions. A “static separation of duties” can be realized bya
constraint on user assignments to roles.

NIST acknowledges that RBAC is an open-ended tech-
nology and does not address all the issues in role based
security [13]. In the following subsections, several such issues
that are essential in distributed CSCW and workflow systems
are discussed.

A. Role Membership Management

NIST RBAC models do not incorporate administrative
issues in user assignments and permission assignments
to roles due to lack of consensus. Administrative RBAC
that is proposed withadministrative roles can manage
user assignment in a RBAC model [63]. ARBAC declares
separate role hierarchies with administrative roles that have
administrative privileges of managing users on the roles
declared within an organization.
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On the other hand, in distributed CSCW and workflow
systems, role based model needs to address constraints on
users’ acquiring a role. Role admission constraints specify the
conditions that need to be satisfied when a user requests to
join a role. The admission constraints can be based on several
different criteria: a list of users that should be allowed tojoin
a role; a list of those who should never be admitted; role
membership cardinality specifying the maximum number of
users that can join the role; events that must happen before
a user can be admitted in a role, such as a predefined time
period, tasks performed by others, or previous qualifications
requiring that the requesting user has been or is currently
admitted in some other given roles. The constraints based
on previous qualifications may require that the membership
in a prerequisite role is alsovalid. If a role membership
in a prerequisite role depends on the user’s membership in
other roles, than those memberships must also be current.
Traditionally RBAC models are centralized and only address
user assignment to roles. In distributed systems, these role
admission related constraints support the functionality of ac-
quiring and revoking role memberships [60].

B. Dynamic and Context Sensitive RBAC Models

NIST RBAC, and most of the existing MAC and DAC style
security policies are static or passive, i.e., they do not depend
on time or other events. Moreover, they do not differentiate
permission assignment and permission activations [64]. In
collaboration environments, different permissions may need
to be assigned to roles based on various contexts and events.
Moreover, NIST RBAC models do not address any history
dependent constraints.

Active database research has addressed trigger based au-
thorization changes and used the notion of condition based
access control [65]. In recent years, different RBAC modelsare
proposed to address issues related to context sensitive access
control constraints. Team Based Access Control (TMAC) [64]
discussesteam as a context for roles. APhysicianrole can
be member of multiple teams, e.g.,Surgeryand Emergency
Room. Based on the context of the team,Surgeryor Emergency
Room, the Physicianrole acquire different sets of privileges.
Task based authorization models [66], [67] express constraints
on tasks that can be performed by a role based on its task
execution history.

C. Intra- Role Constraints

When multiple users are allowed to be present simultane-
ously in a role, their actions may need to be constrainted
based on actions of other participants within the role, which is
termed asintra-role constraints[68]. Multiple users present in
a role can participate eitherindependentlyor cooperatively. In
independent participation, all role specific task-responsibilities
are assumed individually by a role member, irrespective of
the presence of the other members, e.g., every member of
a conferenceReviewer role has to independently write a
review. On the other hand, when the members in a role are
assuming task responsibilitiescooperatively, their actions need

to be coordinated. For example, in a hospital patient ward,
several nurses may be present in the role ofnurse-on-duty.
However, some medical procedure on a patient may need
to be performed only once by any of the nurses. Another
type of cooperation may require a task to be performed
by all the members of a role, like jointly opening a bank
vault. Moreover, in some collaboration environments there
may be no coordination among participants’ actions, e.g. in
an unrestricted whiteboard sharing.

D. Policy Specification Methodology: Role Engineering and
Constraint Specification

NIST RBAC models do not address role modeling or
consistent specification of role constraints. Modeling or
engineering of roles is a challenging concern in role based
security models. Role has different interpretation based
on application domains. In distributed systems [60], role
is viewed a certified capabilities for authorizing access to
services. In network management [61], role based management
in proposed with support forobligation policy. Obligation
policy specifies the actions that a role has to perform when
certain conditions become true. In database management
systems [62], role is termed “Named Protection Domain” and
resembles capabilities. Only a few recent research addresses
software engineering methodology to model roles [69].

In workflow management systems,task is primary
construct of modeling workflow processes, and many security
constraints are specified based on subjects’ authorizationto
perform specific tasks. In workflow systems [70], constraints
are specified with a mapping between roles and tasks. In
this model, roles need to be related according to a global
order so that roles can be prioritized during task assignment.
SecureFlow [66] imposes workflow authorization constraints
on tasks usingAuthorization Template. An Authorization
Templateis a tuple specifying privileges to be granted to a
subject of a given role on a object of a given type during
a given time interval. There, the permissions are activated
based on tasks.

In RBAC, safety of various role based constraints, such
as “separation of duties”, have been analyzed with logical
expression using rule-based systems [67], [71], [66] and
graphical models [16], [15], [72], [73]. However, the
verification in most of these existing research [67], [71], [66]
is either performed in the context of centralized management
of systems or the participants in administrative roles are
trusted to enforce policies without taking into account the
mutual distrust in collaborating domains.

We have developed a methodology, based on an extended
RBAC model, to specify and verify security requirements
in distributed CSCW systems [68], [57], [38]. For ease of
modeling collaboration environments, we defined the concept
of activity. In our collaboration model, an activity defines how
a group of users cooperate toward some common objectives
by conducting their individual tasks on a set of shared objects.
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In an activity, users are represented by their roles, and roles
are assigned privileges to perform certain tasks, termed
operation. Each operation haspreconditions, and each role
has admission constraints. These conditions ensures various
role constraints, such as “separation of duties”, intra-role
constraints, and context sensitive access control policies.

In our model, an activity is an abstraction of a collabora-
tion session, which provides a scope for objects, roles, and
privileges in the collaboration. An activity can be structured
hierarchically, consisting of multiple nested concurrentactivi-
ties. Objects can be passed into nested activities, and users in
roles from the parent activity can be statically or dynamically
assigned to roles in nested activities. Anactivity template
specifies a generic collaboration pattern among a set of roles
using some shared objects. Any number of instances of a
template can be dynamically and concurrently created.

VI. POLICY ENFORCEMENTCHALLENGES IN

DISTRIBUTED CSCWAND WORKFLOW SYSTEMS

Policy enforcement mechanism plays an important role
in developing security policy specification models. Without
proper authentication, access control models are useless.
If a user can acquire multiple identities within a domain,
various cross-organization level security policies, suchas
Chinese Wall policy, cannot be enforced. For the same
reasons, if the enforcement mechanisms are under control
of an administrator who cannot be trusted, security policies
cannot be enforced.

In this section, two important aspects of security policy
enforcement mechanism in distributed CSCW and workflow
systems are discussed, namely trust on the enforcement mech-
anisms and interoperability of security policies.

A. Trust on Security Mechanisms

In the paradigm of trusted computer system initiated by
the Trusted Computing System Evaluation Criteria(TCSEC),
trust is viewed as a property of a system [74], [75]. According
to the Criteria, the Trusted Computing Base (TCB) is the
only part of the system that need to be evaluated to prove that
trust is present. Hence, the trust on the TCB can be viewed
as the knowledge acquired based on derived trust from: (1)
the trust in the formal verification methods and (2) the trust
in the trust derivation mechanism [76]. Later TCB concept is
extended in distributed TCB, where untrusted communication
medium is introduced under TCB boundaries, as oppose to
traditional untrusted applications run over a TCB boundary,
and messages through untrusted media is proposed to be
protected through cryptographic techniques [77].

Trust is defined as the result of an assessment made by an
observer about a person, organization, or any other entity [74].
In distributed systems, trust is classified where being trusted in
a class means that an entity is trusted to perform specific task,
such as providing identification of another entity, providing
good quality keys, maintaining secret, and providing options

about the trustworthiness characteristics of other entities [78].
As opposed to trust derived in TCB from the proof of the the
specification of functionality, in recent Internet wide systems,
the trust concern in shifted to the interacting entities including
human users and services. Trust is discussed in the context
of certification of an entity’s attributes, such as roles. These
attribute certificates are also called credentials. Often these
credentials are cascaded, i.e, validity of a credential depends
on the validity of other credentials. Cost effective solutions
to find the right set of credentials for an authorization and
to revoke credentials are challenges of trust management
systems.

In collaboration environments, in addition to be concerned
about the trust on the enforcement mechanisms and the cre-
dential management, research challenges include ensuringtrust
on entities with management responsibilities. In decentralized
setting, this implies assigning trust on an entity for adminis-
trative task of enforcing policies and performing management
and obligatory functionalities that arise at runtime.

B. Interoperability of Security Policies

For E-Commerce, Secure Electronic Transaction (SET) [79]
protocol provided security services, such as authentication,
authorization, integrity, non-repudiation, and confidentiality,
for multi-party financial transactions. However, such protocols
are limited to well-understood security requirements in specific
service domain. For multi-domain business orchestration,
such as B2B and Web services, interoperability of security
policies of different organizations and systems is a major
concern. Security aspects of service provisioning need to
address agreements among these domains to adopt a standard
vocabulary to express security requirements and a common
transport mechanism to interact.

To solve these challenges, Web Services has adopted
Extensible Markup Language (XML) to resolve all
interoperability concerns, from policy specification to
message transport. XML provides the facilities to define tags
to express any structural content using text. Based on domain
knowledge, XML schemas are developed to represent such
structures, and these schemas are shared among interacting
systems. Several security related schema standards for
Web Services security have been developed. Among them,
Security Assertions Markup Language (SAML) [80] provides
a schema for Web Services to exchange information related
to authentication and authorization using trusted statements,
termed assertions. In SAML, there are three types of
security assertions: (1) authentication assertions issued by
authentication servers, (2) attribute assertions, by attribute
servers, related to attributes required to access a service, and
(3) authorization assertions, which are generated based on
the previous two types of assertions, to access a service. A
service request in Web Services may require interactions of
multiple service providers, and SAML provides assertion,
similar to “single sign on”, to interact with these services.
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Another schema, XML Access Control Markup Language
(XACML) [81], is developed to express access control policies
for XML content. For example, healthcare providers can ex-
press what parts of an patient record can be accessed. However,
XACML does not define the schema terms that are required
to express privacy polices by healthcare providers, such as
obligation, consent, and purpose, as discussed in Section III.
Based on a model to express privacy related policy constructs
in enterprises a schema is proposed to W3C [82], [83].

VII. C ONCLUSIONS

In this paper, we have discussed security policy require-
ments in distributed CSCW and workflow systems. Based on
the historical perspective of management aspects and systems’
emphases on users or processes, example systems that are
discussed in CSCW and workflow literature are presented.
Special aspects of the security requirements for these systems
are also discussed. Traditional security models that are devel-
oped to ensure security properties related to confidentiality,
integrity, and access leakage have been surveyed. As role
based access control models are widely utilized in CSCW
and workflow systems, we have discussed RBAC models and
research challenges in RBAC. Lastly, we present two concerns
in security policy enforcement mechanisms in distributed
CSCW and workflow systems, namely trust on enforcement
mechanisms and interoperability of cross-organizationalpoli-
cies.
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