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This paper presents a system ar
hite
ture for supportingubiquitous 
omputing for mobile users a
ross di�erent envi-ronments by transparently performing 
ontext-based dis
ov-ery and binding of resour
es. A ubiquitous 
omputing en-vironment is viewed as 
olle
tion of 
ollaborative a
tivitiesamong mobile users, system servi
es, and sensors/resour
esembedded in the physi
al environment. An a
tivity de�nesa namespa
e and we present here di�erent poli
ies for bind-ing resour
es to names in this spa
e. We also present herea role based spe
i�
ation model for de�ning a
tivities. Inthis model users as well as system-level a
tive entities arerepresented as 
ollaborating agents.
1. INTRODUCTIONWith the Internet supporting ubiquitous 
onne
tivity a
rossthe globe and a growing dependen
e of our day-to-day a
-tivities on globally networked 
omputing resour
es, a personrequires his or her 
omputing environment to be a

essiblefrom di�erent lo
ations. A user's a
tivities generally in
lude
ollaborative tasks in di�erent environments involving inter-a
tions with other users and system servi
es.In our approa
h, a pervasive/ubiquitous 
omputing envi-ronment is viewed as a 
ollaboration spa
e involving mobileusers, system servi
es, and embedded 
omputing resour
esand sensors in the physi
al spa
e. A mobile user's 
omput-ing tasks are viewed as 
ollaborative a
tivities in this spa
e.For this, our approa
h extends the middleware frameworkfor se
ure distributed 
ollaboration [11℄ to in
lude supportfor 
ontext-based se
urity poli
ies for resour
e a

ess by mo-bile users. Moreover, we allow mobile users as well as systemlevel servi
es to be represented as 
ollaborating agents. Weterm this as ubiquitous 
ollaboration.The fo
us of this paper is on poli
ies for resour
e a

essin ubiquitous and 
ontext-aware pervasive 
omputing envi-ronments. In this paper we de�ne the resour
e a

ess mod-els in su
h environments and present a spe
i�
ation modelfor ubiquitous a
tivities. The goal of our work is to sup-port 
onstru
tion of 
omputing environments for unobtru-sive mobility of users by providing se
ure as well as transpar-ent a

ess to resour
es and servi
es for the user's 
ontext-based 
omputing needs. The environment should be ableto proa
tively dis
over and transparently bind the resour
esrequired by the user. The environment should be able tonegotiate the se
urity poli
ies spe
i�ed by the user and these
urity poli
es asso
iate with the resour
es. Mobile usersin a new environment are relieved from the burden of per-forming 
omplex a
tions to dis
over resour
es needed in thatenvironment. Our goals are similar to many of the 
urrent

resear
h a
tivities in the �eld of pervasive 
omputing [2, 5,7, 8, 4℄.There are several important se
urity issues that need tobe addressed towards the above goals.� A user's a

ess privileges for servi
es and resour
es mayneed to be determined based on the user's role in 
ollab-orative a
tivities. Su
h privileges may need to be further
onstrained based on the physi
al 
ontext of the user.� Authenti
ation and authorization of a

ess based on auser's 
ontext is required for proper enfor
ement of the re-quired poli
ies.� As a user may not fully trust a foreign environment,a

ess as well as visibility of 
ertain sensitive resour
es inthe user's native environment may need to be forbidden forpriva
y and safety 
on
erns. Moreover, in dis
overing lo
alservi
e/resour
es in an environment, the user may need toensure that the requested servi
e/resour
e is being managedby a trusted entity and meets 
ertain se
urity requirements.� Similarly, an environment may need to impose restri
-tions on a visiting user's a

ess to lo
al servi
es and re-sour
es.An important aspe
t of our approa
h is to build ubiq-uitous and 
ontext-aware appli
ations and 
omputing envi-ronments from their high level spe
i�
ations 
oupled with apoli
y-driven middleware. A number of other proje
ts havetaken this kind of approa
h [3, 12℄. In 
ontrast most of theother proje
ts have used methods of 
ustom design, imple-mentation, and integration of servi
es and 
omponents torealize a spe
i�
 environment.
2. ISSUES IN SECURE RESOURCE ACCESSA mobile user's a

ess to resour
es in a domain are 
on-trolled by the poli
ies de�ned at several di�erent and inde-pendent levels.� A user spe
i�es dis
retionary poli
ies 
ontrolling 
ontext-based visibility and a

ess of his/her resour
es.� A resour
e/servi
e manager spe
i�es the a

ess 
ontrolpoli
ies for mobile users. Su
h poli
ies spe
ify if theresour
e 
an be a

essed from foreign domains and the
ontext under whi
h the a

ess should be permitted.� A 
ollaborative a
tivity spe
i�es the poli
ies de�ning
onditions and 
ontext under whi
h a user should beallowed to a

ess a resour
e. Su
h poli
ies may also
ontrol dynami
 binding of a resour
e-name to a dif-ferent resour
e when the 
ontext 
hanges, su
h as theuser moves from one domain to another.



All su
h poli
ies need to be integrated in a 
oherent fash-ion at runtime. Asso
iated with ea
h user is the notion of aresour
e namespa
e as des
ribed below:� Name items in this spa
e represent abstra
tions forvarious entities su
h as resour
es, servi
es, a
tivities,and user roles in an a
tivity. This namespa
e is hi-erar
hi
al as ea
h a
tivity de�nes its own namespa
e,and a
tivities may be nested.� Asso
iate with ea
h name item is a des
riptor 
ontain-ing fun
tional attributes and se
urity poli
ies requiredfor the entity to be bound to this name.Similar to a user's namespa
e, ea
h domain also has anamespa
e representing various entities su
h resour
es, a
-tivities, and servi
es. We refer to this as the domain resour
espa
e. The resour
e dis
overy and binding proto
ols bind aname item to an entity in the domain resour
e spa
e. Thebinding of a name to a resour
e may 
hange with time as theuser's 
ontext 
hanges. A user's 
ontext 
ould be de�ned interms of a number of di�erent kinds of attributes, su
h asthe user's 
urrent lo
ation, organizational/se
urity domainin whi
h the user is 
urrently present, a
tivities in whi
hthe user is 
urrently parti
ipating, user's role in an a
tivity,or devi
es through whi
h the user is intera
ting with theenvironment.A name des
riptor 
ontains the following items:� Fun
tional attributes expressed in s
hema based onWSDL (Web Servi
es Des
ription Language) and RDF(Resour
e Des
ription Framework).� Se
urity and priva
y poli
ies may require that only asubset of the entities in the user's namespa
e may bevisible to the user in a given 
ontext. This we referto as the the user's \view" of the namespa
e in that
ontext. A user's view is determined by the a

ess
ontrol poli
ies at various levels as noted above. Theview a

ess 
ontrol dire
tives in the name des
riptordetermine in whi
h 
ontext the name is visible.� Spe
i�
ation of 
ontext-based binding poli
ies is givenalong two orthogonal dimensions as noted below:{ The binding of a resour
e name 
ould be spe
i-�ed either as permanent binding or 
ontext-basedbinding. A permanent binding never 
hanges af-ter initial binding is performed, unless expli
itly
hanged by the user. A 
ontext-based bindingrequirement spe
i�es the 
ontext-
hange eventsthat would 
ause impli
it invo
ation of resour
edis
overy and rebinding of the name to a di�erentresour
e.{ Another binding dire
tive would spe
ify if a nameitem in a shared namespa
e should re
e
t a sharedbinding or a private binding. In 
ase of sharedbinding, all users would a

ess the same resour
eusing that name. In 
ontrast, a private bind-ing means that for ea
h user the dis
overy andbinding operations are performed independently.Thus the same name may be bound to di�erentresour
es.

The name des
riptor 
ould also in
lude the domains wherethe resour
e is needed to be a

essed by the user appli
a-tions. This information is then used during resour
e dis-
overy to ensure that the resour
e provider's poli
ies permita

ess from those domains. Additionally, a des
riptor mayalso spe
ify if a resour
e 
ould be 
a
hed or repli
ated inother domains. The name des
riptors are de�ned to be ex-tensible to in
lude new poli
y requirements.
3. ARCHITECTURE FOR CONTEXT-BASED

RESOURCE ACCESSHere we brie
y des
ribe the system ar
hite
ture for 
ontext-based resour
e a

ess to support various se
urity poli
iesand binding requirements. This ar
hite
ture is based on theAjanta mobile agent system [10℄ and our middleware for se-
ure 
ollaboration [11℄.Figure 1 shows an example of how a user's view 
hangeswhen the user moves from one organizational domain to an-other. This �gure shows two domains and their system levelnamespa
es; it shows a user's namespa
e view of some a
tiv-ity when the user moves from domain A to B. In domain A,the user's view 
ontains several resour
es. This �gure alsoshows the binding poli
ies for the resour
es shown in theview. The poli
y for a printer named OÆ
ePrinter, givenas Permanent, indi
ates that the binding should be doneonly on
e and it should not 
hange even if the user movesto another domain. Its view a

ess 
ontrol poli
y, ViewACL, spe
i�es that that this name should be visible in alldomains. The des
riptor for Lo
alPrinter spe
i�es that itshould be rebinded whenever the domain 
hanges. Whenthe user moves from domain A to B, Lo
alPrinter is boundto the printer named B:Printers:PSPrinter. The name F1 isbound to a lo
al �le, and the 
a
hing dire
tive 
auses a 
opyof the �le to be 
reated in domain B. The View ACL for thename F2 spe
i�es that the �le is visible only in Domain A.In this ar
hite
ture, a user's 
ontext-based view for ana
tivity's namespa
e is managed independent of other a
-tivities of the user. This is be
ause the user may be parti
-ipating in various a
tivities through di�erent 
ontexts.In the user's environment, a view manager and a 
on-text manager are asso
iated with ea
h a
tivity as shown inFigure 2. The 
ontext manager is responsible for dete
tingthe 
ontext 
hange events and delivering su
h events to theview manager. The view manager spe
i�es the event dete
-tion poli
ies for the 
ontext manager. The view manager isresponsible for managing and updating the view based onthe 
hanges in the underlying 
ontext. The view managerintera
ts with the resour
e dis
overy servi
es to �nd the re-sour
es mat
hing the requirements in name des
riptors.Figure 2 illustrates the di�erent ways in whi
h the 
ontextunderlying a view 
ould 
hange, thus 
ausing view updatesand rebinding of names. The user is exe
uting an appli
a-tion on a desktop, shown as View 1. He now moves thisappli
ation environment to a laptop. The 
ontext managerinforms the view manager of this \devi
e 
ontext" 
hange.The view manager updates the view, based on the 
ontext-based binding poli
ies, to rebind 
ertain names. The newview is shown as View 2. Now suppose that the user movesfrom domain A to B along with this laptop. On
e again theview manager is informed of su
h 
hanges by the 
ontextmanager.Our ar
hite
ture utilizes mobile agents for 
ontext-based
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Figure 2: View Managementview management fun
tions for low power devi
es to 
on-serve their resour
es. The view management task is o�-loaded from the devi
e to an agent exe
uting on some hostin the infrastru
ture. This is shown in Figure 2 View 4. Thisagent performs all the ne
essary 
ontext-dependent dis
ov-ery and binding a
tions and relieve the devi
e from thesetasks. The agent maintains a 
opy of the view, updates itwhen ne
essary, and then informs its view manager on thedevi
e of any 
hanges. The view manager informs its agentof any signi�
ant 
ontext related events.
4. SPECIFICATION MODEL FOR UBIQUI-

TOUS ACTIVITIESWe have developed a role based spe
i�
ation model fora
tivity and se
urity spe
i�
ation in ubiquitous 
ollabora-tion environment. In our spe
i�
ation model, 
oordinationand se
urity poli
ies are spe
i�ed using roles. In our earlier

spe
i�
ation model [11℄ for 
ollaboration systems, we haveextend traditional RBAC [6℄ to support spe
i�
ation and en-for
ement of various se
urity poli
ies su
h as \separation ofduties" and dynami
 a

ess 
ontrol. The spe
i�
ation modelis extended for ubiquitous environment to in
lude 
on
eptssu
h as a
tive entities, resour
e des
riptions, resour
e bind-ings, and view a

ess 
ontrol. Our roles are de�ned in the
ontext of an a
tivity. Examples of 
ontext sensitive rolesin
lude Team Based A

ess Control(TMAC) [9℄. Like oth-ers [1℄, roles in our model are not limited to represent priv-ileges, tasks, or obligations of human users but also thoseof a
tive entities intera
ting with ubiquitous environment,su
h as a room-
ontroller.A
tivity Spe
i�
ation: In our spe
i�
ation model, an a
-tivity, whi
h is an abstra
tion of a 
ollaboration session, pro-vides a prote
tion domain and s
ope for roles, obje
ts/resour
es,and privileges. An a
tivity 
an be stru
tured hierar
hi
ally,
onsisting of multiple nested 
on
urrent a
tivities. Obje
ts




an be passed into nested a
tivities and users in roles froma parent a
tivity 
an join roles in nested a
tivities.An a
tivity template spe
i�es a reusable intera
tion pat-tern among a set of roles using some shared obje
ts. A
tiv-ities are instantiated from templates. Besides the roles inan a
tivity, there are several meta-roles, su
h as 
reator andowner, to manage a
tivities.Role Spe
i�
ation: Users and other a
tive entities in anenvironment are represented by their roles, and roles are as-signed privileges to perform 
ertain tasks. We term theserole spe
i�
 tasks as operations. Operations 
an be methodinvo
ations on shared obje
ts, syn
hronization a
tions, ormanagement related a
tions. A role operation 
an also re-sult in a sequen
e of intera
tions between the invoker anda set of shared obje
ts. This represents a session in the
ontext of that role operation. Role operations may havepre
onditions to 
oordinate users' a
tions. Users a
quireprivileges to perform tasks in the 
ollaboration by joiningor being admitted to roles. For roles with human users, roleadmission 
onstraints spe
ify the 
onditions that need to besatis�ed when a user joins a role. When a role operation'spre
ondition is satis�ed, a member in that role 
an invokethat operation.To support the 
onstru
tion of smart environments, avariant of the operation 
onstru
t 
alled rea
tion is de�ned.In 
ontrast to an operation, whose exe
ution involves inter-a
tion with one of the parti
ipants in a role, a rea
tion isexe
uted spontaneously when its pre
ondition be
omes true.Even for the roles whi
h represent human entities, the ex-e
ution of a rea
tion does not involve a human user unlessspe
i�ed. In su
h 
ases, a rea
tion exe
utes on behalf of therole owner.Event Spe
i�
ation: Events and event 
ounters are usedfor spe
ifying intera
tions, 
ontext 
hanges, and se
urity re-quirements. Events fall into three broad 
ategories. The�rst is the 
lass of events that are de�ned by the appli
a-tion programmer. Su
h events are expli
itly signaled in arole operation or rea
tion using the NotifyEvent primitive.The se
ond 
ategory of events are impli
itly generated bythe system, and these events 
orrespond to instantiation ofa
tivities, exe
ution of role operations, admission of usersin roles et
. Related to ea
h operation are three types ofevents: request, start, and �nish. Our model also fa
ili-tates in
lusion of appli
ation-spe
i�
 data, in the form of ageneri
 
ontext obje
t asso
iated with ea
h su
h event. Thethird 
ategory of events 
orrespond to the underlying phys-i
al and runtime environment, and they are used for 
on-stru
ting \smart" environments. Examples of su
h eventsin
lude user-presen
e dete
tion, 
ontext 
hanges and noti�-
ation of resour
e utilization status. A spe
i�
ation expli
-itly de
lares su
h events being \imported" from the under-lying middleware supporting the runtime environment.In the spe
i�
ation model, multiple o

urren
es of a givenevent type | su
h as multiple exe
utions of an operation| are represented by a list. The expression (eventName)returns the list in
luding all the instan
es of this type ofevent. We provide a 
ount operator # on lists. One 
analso de�ne a �ltering predi
ate on an event list based on
ertain event attributes to obtain a subset of the events. Forexample, for a role operation exe
ution, we 
an de�ne a �lterbased on invoker id, su
h as opName.start(invoker=Ali
e).The OÆ
eLo
kManager as shown in Figure 3 provides anexample of our event based poli
y spe
i�
ation. In the ex-

ample, a smart oÆ
e environment de�nes a OÆ
eLo
kMan-ager role for automati
ally opening and lo
king the door tothe oÆ
e everyday at a spe
i�ed time, after ensuring thatno employees are still in the oÆ
e. To fa
ilitate this, en-vironment events EmployeeArrival and EmployeeDepartureare imported from the underlying physi
al system.Import: EmployeeArrival, EmployeeDeparture;Role Offi
eLo
kManagerRea
tion Lo
kDoorPre
ondition:#(EmployeeDeparture) - #(EmployeeArrival) = 0& time > 16:30:00& #(OpenDoor.finish) - #(Lo
kDoor.start) > 0Rea
tion OpenDoorPre
ondition:#(EmployeeArrival) - #(EmployeeDeparture) > 0& time > 8:30:00& #(OpenDoor.start) - #(Lo
kDoor.finish) = 0Figure 3: Spe
i�
ation for OÆ
eLo
kManagerExample Spe
i�
ations: We use two examples to illustratesome of the requirements of ubiquitous 
ollaboration envi-ronments. Our spe
i�
ations are expressed in XML. How-ever, in this paper we use a notation that is simple to readand 
on
eptually easy to follow.� Figure 4 shows a Meeting a
tivity template, 
ontain-ing three roles: A

ountant, Manager and Sta�. The a
tiv-ity needs a Room obje
t whi
h provides a

ess to 
ertainresour
es within the meeting room su
h as the proje
tor,printer, and light, and also supports queries to dete
t userpresen
e. A DisplayFinan
ialData operation is de�ned forthe A

ountant role, whi
h allows the a

ountant to displaythe �nan
ial data on the proje
tor's display. The opera-tion's pre
onditions ensure that the a

ountant 
an performthis operation only when the parti
ipant and a manager arepresent in the meeting room. The fun
tion members(role) isa role membership fun
tion, whi
h returns the list of mem-bers in a role.� Figure 5 represents a RoomController a
tivity to modela smart room environment. The LightController role is de-�ned to automati
ally swit
h the lights on/o� based on pres-en
e of users in the room or dim the lights when there is auser in the room and the proje
tor is on. The appropri-ate Room obje
t is bound to the a
tivity at the time of its
reation to provide a a

ess to the light obje
t.The above two are independent a
tivities, however theymay share the same Room obje
t.Context-Based Se
urity Poli
ies: In the spe
i�
ation model,environment related queries are used to spe
ify 
ontext sen-sitive 
oordination and se
urity poli
ies, e.g. dete
tion ofpresen
e of a spe
i�
 user in a room. Similarly, events re-lated to the 
hanges in a user's 
ontext, su
h as those relatedto domain, devi
e, lo
ation, and network 
onne
tion support
ontext sensitive poli
ies. In Figure 4, to dete
t that the a
-
ountant and a manager are present in the meeting roomwhen the a

ountant tries to display the �nan
ial data, theroom obje
t queries for user presen
e information. More-over, by 
omputing the interse
tion of the Manager role'smembers with the set of all users present in the room, thepresen
e of a manager is dete
ted.Resour
e Des
ription: To be able to use the same a
-tivity template in di�erent environments, the spe
i�
ationmodel in
ludes a des
ription of the environment related re-



A
tivityTemplate Meeting fObje
tType Room fComponents:Proje
tor proje
tor f...gLight light f...gPrinter printer f...gMethods:Boolean isPresent(userId)List presentUsers()gas room;Role A

ountant fOperation DisplayFinan
ialData fPre
onditionroom.isPresent(thisUser)& #(room.presentUsers()\ members(Manager)) > 0A
tion proje
tor.display(data)gRole Manager f....gRole Sta� f....ggFigure 4: Context aware 
ollaboration a
tivity

A
tivityTemplate RoomController(Obje
tType Room room) fRole LightManager fRea
tion Swit
hOnLight fPre
ondition#(room.presentUsers()) > 0A
tion room.light.swit
hOn()gRea
tion Swit
hO�Light fPre
ondition#(room.presentUsers()) = 0A
tion room.light.swit
hO�()gRea
tion Dim fPre
ondition#(room.presentUsers()) > 0& room.proje
tor.on()A
tion room.light.setLevel(LOW)ggg
Figure 5: Smart Room a
tivitysour
es needed by the a
tivity. Su
h des
riptions are pro-vided in XML based on WSDL and RDF. These in
ludethe following: (1) The desired attributes and 
omponentsof the resour
e. For example, in Figure 4 the template forthe Room obje
t provides the ne
essary 
omponents of theobje
t, based on whi
h the resour
e is dis
overed and boundwhen the a
tivity is 
reated. (2) A View ACL whi
h lists alldomains in whi
h the resour
e should be visible in the user'snamespa
e. (3) Ca
hing Dire
tives - that list the domainswhere the resour
e, if visible, 
ould be 
a
hed.From the a
tivity spe
i�
ation, we derive namespa
e de-s
riptors. The view mangers asso
iated with the users' envi-ronments perform the required resour
e dis
overy and bind-ing fun
tions.

5. CONCLUSIONSThe work presented in this paper extends our previouswork on spe
i�
ation based 
onstru
tion of se
ure 
ollabora-tion systems to support ubiquitous and pervasive 
omputingenvironments. In this paper, we have presented a model forse
ure resour
e a

ess in pervasive 
omputing environmentsbased on di�erent levels of poli
ies, su
h as user require-ments, resour
e/servi
e management poli
ies, and require-ments in 
ollaborative a
tivities. This work demonstratesthat the notion of 
ollaborative a
tivities is a natural ab-stra
tion for spe
ifying and building pervasive 
omputingenvironments.A
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